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APRROVAL BY SECURITY
AIRPORT CULTURE
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STRUCTURE AND TIMEFRAME

ESTABLISHING
SECTORIAL GOALS AND
OUTCOMES

Establish Sectorial Goals
(SG) and Sectorial
Outcomes (SO) and SR
by SV, based on the
initial assessment

EVALUATION AND
CONTINUOUS
IMPROVEMENT

Regular follow-up of the
action plan

Measurable indicators

Measures, targets, and
deadline for execution

INITIAL ASSESSMENT

Assess the current
situation by Strategic
Vector (SV)

Identify, rank, and
prioritize areas of action
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ACTION PLAN

Define actions to be
developed and
implemented

If other entities are
involved, a Workgroup
should be created, led
by the Security Manager

EVERY 2 YEARS, after the
beginning of the execution
of the 1st action plan

+

MID-TERM REVIEWS to the
SECURITY CULTURE, when the
results are not contributing to
the defined SG and SO or in
view of the threat evolution
and risk assessment
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AN
VECTOR 2 =y
Leadership o
commitment and leadership
by example

VECTOR 4

Threat perception
Awareness and sensitivity of
personnel to internal and
external threats within the
organization and to civil
aviation

VECTOR 8

Protection of Sensitive
Information

Protection and Awareness of
Personnel for the protection
of sensitive information

VECTOR6 (&9

Communication and Report
effective communication and
reporting systems; and
ensuring the effective and
appropriate handling of
reported occurrences
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2021 >> JANUARY to MARCH

ENVOLVE TOP MANAGEMENT
DEFINE TARGET AUDIENCE
DEFINE TOOL

PHASE 1
ASSESSMENT

8 I VINLCI {f

AIRPORTS



@ English (United Kingdom)

SECURITY CULTURE

SURVEY

Security is Everyone's
Responsibility! (ICAO)

Civil Aviation Security is one of the pillars of
the airport process and a priority for AMA
Aeroportos de Portugal. The promotion of a
Security Culture strongly contributes to the
reduction of internal and external threats to
civil aviation. Aiming to develop a Security
Culture Policy and to adapt security measures.
to the evelution of risks,

considering the multiple threats, your
participation in this survey is very important.

It is intended that you complete the survey
focusing on your experience with ANA
Aeroportos de Portugal..

The survey is anonymous and the estimated
duration for completing it is from 5 to10
minutes.

civil aviation. Aiming to develop a Security
Culture Policy and to adapt security measures.
to the evolution of risks,

considering the multiple threats, your
participation in this survey is very important.

It is intended that you complete the survey
focusing on your experience with ANA
Aeroportos de Portugal.

The survey is anonymeus and the estimated
duration for completing it is from 5 to10
minutes.
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for anyone working at an airport. *

Completely agres

| address the staff when [ verify that
their airport identification card is
not visible, in restricted or reserved
areas of the airport, where
passengers are not allowed. *

e
Always

() Sometimes

O Rarely

O Never

Not applicable

SECURITY CULTURE

* Required

Select the answer that best reflects your opinion an the questions.

| understand the need and importance of background checks (Personal Inguiry / Criminal
Record) for anyone working at an airport. *

Completely Fartialty Completehy
agreg Partially agree  disagree disagree Don't know Mot applicable

@ O O O Q O

| address the staff when | verify that their airport identification card is not visible, in restricted
or reserved areas of the airport, where passengers are not allowed. *

Always Sometimes Rarely MNewer Mot applicable

For my job, | have access to the interior of the aircraft: *
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Caro(a) colega,

Ainda estd a tempo de responder ao questionario “Cultura de Seguranca”. A melhor garantia para o
sucesso coletivo passa pelo envolvimento de todos.

Disponivel até 15 de margo, aceda por aqui ou efetue a leitura do codigo QR:

amz nnnnnn icar
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LAUNCH SURVEY

Specific Image

Inbound + Outbound
Communications

e [|nitial

e Reminders
Access through link and QR
code

Mobile friendly



CULTURA DE SEGURANCA (SECURITY)

2516 Responses  21:56 Average time to complete Closed status

1. Indique o local onde maioritariamente exerce atividade:

. Mo aeroporto ou areas adjace.. 2300

@ Noutras dreas 216

2. Indique o aeroporto (ou dreas adjacentes®), onde exerce atividade: *areas adjacentes - outros
edificios na proximidade do aeroperto, de suporte a atividade,
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13. Quanto as regras de seguranga

Concordo totalmente Concordo parcialmente M Discordo parcialmente M Discordo totalmente W Mao sei

W MEo aplicavel

Conhego a visio/missdo para um sistema de
seguranca ficaz

Sei onde se encontram & consigo scedsr, sempre que
necessario, 0s procedimentos de seguranga

Sei como armazenar, transmitir e destruir informacdes
confidenciais. de forma segura
Cornese 2 polfies oe brsssuranes _

Conheco a politica de videovigilandia

100% 0%

100%
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ANALYSE RESULTS (by region, audience, specific details)
SCOPE AND JUSTIFY RESULTS

Sum N® de Respostas por Grupo

VE1 - AMBIENTE DE TRABALHO POSITIVO

VEL - AMBIENTE DE TRABALHO POSITIVO
Sum of
Respostas  13. Quanto as regras de seguranga da ANA Aeroportos de Portugal: Conhego a vis3o/missio para
Submetidas _um sistema de seguranca eficaz
Concordo totalmente
Concordo parcialmente

£ Discordo parcialmente
9 Discordo totalmente
2 NZo aplicavel

68 NZo sei

2516 Grand Total

VEL - AMBIENTE DE TRABALHO POSITIVO
Sum of
Respostas  13. Quanto 3s regras de seguranca da ANA Aeroportos de Portugalz Sei onde s encontram e consigo
Submetidas _aceder, sempre que necessario, a0s procedimentos de seguranca
Concordo totalmente
Concorde parcialments
81 Discordo parcialmente

30 Discordo totaimente
37 N30 aplicavel
102 NFosel

2516 Grand Total

1818 Concondo saimente THELN THEM T4, 28N TN 74,085 E4,76% TN
b Lanarda parciaiments 6% 055% 1A% 1857% LS L8N 2AM

£ Detcenta pRiciabmente ok 3,9m 1% 100 1HN LaxN 1%

] Disecnda tothlments o00% ,25% 0.36% o5 (X0 0558 38y

2 Mo apiichvel 046% 0.23% 110% 0545 0268 05T 08

B NEa el 1395 5705 2 55% LOTS o1 L8N 708
18 Grand Total 100 100.00% 100.00% 100.00% 100.00% 100.00% 00.00%

5 e cur o o 2 e sein _
155 Concoroo wsalmente (Xt 5% 6LAly il 80,748 SL00% G26%
L] Loncords pardiaiments 2075 ZL1T% A% H.a% 174N nEs Fi%
Lt} Oetiorto parcialmente HOT% 25% E LY s o, a.3a% EE-LY
30 Discordo totalmente 0.36% 187% oM 117 BN 155% LI9%
o Mo sphicavel 093 D26% 1548 163% o0 0.55% 147%
02 HBosel 185N 485 Savy 438% _000% 169% a05%
ik Grand Total 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
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W, SMART

GOAL -~

ACHIEVABLE

2021 >> MARCH to APRIL
DEFINE GOALS AND OUTCOMES (at least 1/vector)
w SETNG
m REélC

TIMELY

PHASE 2

GOALS AND
OUTCOMES

2021 >> APRIL TO MAY

CREATE THE ACTION PLAN (at least 1/goal)

PHASE 3

(justification, targets, audience, resources, deadlines, timetables,
ACTION PLAN

DEFINE WORKGROUPS AND RESPONSABILITIES
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2021 >> MAY TO JUNE &J
DEFINE KPI

DEFINE EVALUATION CRITERIA

(periods, responsibilities, tools, procedures when gaps exist between planing and results, when to

PHASE 4
EVALUATION

revise and procedures, adjustments, procedures to register and document changes)

FORMALITIES
(approval by airport directors, by the board, by National CAA, sharing the document in CAFALSEC)

2022 to 2024
IMPLEMENT ACTION PLAN
ASSESS
RESTART FASE 1 << NEW 2 YEAR CYCLE REVISE DP(!-IIf ENEDS
REDO IT
20 k j
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EFFECTIVE SECURITY CULTURE
WITHIN THE AIRPORT COMMUNITY

BENEFITS:
EVERYONE IS ENVOLVED

MORE ROBUST SECURITY SYSTEM
FEELING OF SECURITY = SUCCESS OF
CIVIL AVIATION

STRATEGIC VALUE FOR ECONOMIC
GOALS

S1S@01HARNA IS EVERYONE’S RESPONSABILITY!



THANK YOU

OBRIGADO
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